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Understand Consul Connect service mesh high level architecture L ::
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| [
] . . . . [ ] M|
Describe configuration for registering a proxy .
]
Describe intentions for Consul Connect service mesh - )
| .
A Bt
Check intentions in both the Consul CLI and Ul . .
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a
a
L

12 314

Difficulty Level




BAl
B
Uses for authorization and encryption s
[ ] M

Applications can be written for native support using SDK or... o
...use a architecture (most common) " ug
I' L
R B
L

]
Traffic between apps flow the sidecar proxy w o

The proxy enables authenticated and encrypted communication (mTLS) between services

Could provide encryption between services that wouldn't otherwise be encrypted
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Primary Components of Consul Service Mesh T
I -I
- Bk
Services :Elzﬂu
A
</> ""'
Certificate mTLS ) .
Authorlty Certificates '"';,'
:
Service .0::
Discovery '

Service Mesh
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is the of Consul Service Mesh m.
[ ] M
Consul has a built-in certificate authority that can be used as
]
Has support to "outsource" CA functionality to HashiCorp Vault or other solutions T
I.l:
|
]
| -

Provides authentication by validating the certificate against the CA

Enables between the services s
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B
Determines what services can establish connections to other services e |
Top-down ruleset using o] intentions . .:'
Can be configured via API, CLI, or .
-l
a
A Bt
|
]
Service proxy running alongside the core application , &
Primary sidecar proxy used today is Envoy (envoyproxy.io) .

Consul also has a built-in sidecar proxy (but not as feature-rich)

Other proxies can be used as well
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B
Manage services running on physical networks, public cloud, software-defined %
networks, or even cross-cloud . .
an
|
i
]
a
) . . . R B
Proxies see all traffic between services and can collect metrics !
]
Metrics can be sent to an external monitoring tool, like Prometheus , =

Connect is enabled by default if using mode




Upstream - the target service that another service depends on

Downstream - the service that is dependent on the target service

WEB

/>

oooooooooooooooooooooooooooo

Database is upstream from Web

DATABASE

</>

The DATABASE SERVICE is upstrearm from the WEB SERVICE since the WEB SERVICE depends on it

WEB SERVICE depends on the DATABASE SERVICE and therefore is

from the DATABASE SERVICE




Sidecar Proxy

é v
y| i)
vvvvv
\_
Database

Application (Consul service)




Consul Service Mesh - Workflow

Connection
Handshake

Target service validates

Service validates the incoming
upstream service connection against the
certificate against the intentions
CA bundle
5
Request Certificate Connection
Connection Validation Established
Service needs to Target service validates If the intention check
communicate with an the downstream succeeds, the
upstream service certificate against the CA connection/request

bundle is established




"Carve up" traffic across the pool of services vs. just using round robin

Sometimes called traffic splitting

Enables routing between federated service mesh datacenters where private
connectivity may not be established or feasible

Ingress gateways and terminating gateways(k8s)

Consul 1.9.0 includes new topology visualizations to show a service's connectivity
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Registration does not start the sidecar proxy :
[ A
_ B
]
i
Usually, the same config file as the service using the connect " e
parameter and related options %
| -
"service": y

"name": "front-end-eCommerce", e
"port": 8080, .

"connect": {

"sidecar_service": {}
}

}




Registering a Service Proxy . .

. .
‘s ®
{ [ ] [ I.I [ ] ‘
[ ] [ N
"service": { s

llidll: "Web-01 ll’ Th S . R . m
"name": "front-end-eCommerce”, € 2 SRS ) R U '
"tags": ["v7.05", "production"], d
"address": ", -

"port": 8080, -
"Eonnect": { L= Connect Stanza s :l

"sidecar_service": { = . .
"proxy": { - e
"upstreams": [ & Upstream Configuration @ :
{ ' " s spg
.
"destination_name": "db01", . -.?-.
} [ ] ..I aEe
} ] . “a
[
} Upstream Service(s) .
}
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Uses a service graph to determine what services are allowed to establish connections 4
to other services L.
Enforced at the destination/target service on inbound connections, proxy requests, or iy
within a (SDK) " ug
]
a
A Bt
|
]
Default behavior is by the default ACL policy , ™
¢ .
° L

Only intention controls authorization at any given time
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Service Catalog
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Consul Service Mesh - Intentions

A

Web Application

i3

Java App
Microservice

(S

=

SQL.

Platform APIs

\ 4

&

Identity

P

Service Graph

v

[ Web Application ]

[

Inventory J

A

[ Platform APls ]

111

[ Identity

]
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.
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Top-down ruleset using o] intentions "
| [
Precedence cannot be overridden . "
an
]
Source Namespace Source Name Destination Namespace Destination Name Precedence B s
xac xac xac xac 9 i | L
Exact Exact Exact Exact Evaluated First o e
Exact z Exact Exact
= 3 Exact Exact . -
Exact 3 a L
a
Exact =
g
Exact J
L

Evaluated Last
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Consul Service Mesh - Intentions T
a [
. -
l l.ll
Controlling Authorization ."
* Authorization is control using either L4 or L7 depending on the protocol being used S '
* L4 - identity based (TLS) - all or nothing access control based on new connections :-.

ans an
e L7 -application-aware - can be based on L7 request attributes based on new requests _ '. .
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BAl
Can be configured via API, CLI, or b
| [
Intentions can be managed on any interface (i.e. intentions created using the API can "
be seen/managed in the Ul .
Changing an intention does not affect existing connections, only new connections T
a
R B
service-intentions A
- . ]
Simpler tasks can be done using the older API or CLI C ol
a
Kind = "service-intentions" L
Name = "db-01" Connections from web-01 to 8
SfoceS =1 db-01 will be
Name ="web-01" I
Action ="deny" <

}
]




Configuring Intentions with the Ul

del  Services

Intentions

Permission v

e

api_service

front-end-eCommerce

web-app-01

api_service

front-end-eCommerce

tab

Nodes Key/Value ACL Intentions Help v  Settings

Search

S AllowtoDeny v
nation ermiss g Actions

prod-customer-db
api_service
prod-customer-db
dev_mysql

dev_mysql

Intentions can be viewed within
the affected service as well

dcl  Services Nodes Key/Value ACL Intentions

front-end-eCommerce

Instances  Intentions  Routing  Tags

Search a

Permission v/ S Allowto Deny v

e Destination Permission: Actions

front-end-eCommerce \ api_service

front-end-eCommerce dev_mysql




Configuring Intentions with the API

FYl:
deprecated in Consul 1.9.0
 Method:
* Endpoint:
* Response: true " ug
B
|
mn _Bi
$ curl \
--request PUT \ ..
cf---® --data @payload.json \ !
https://consul.example.com:8500/vl/connect/intentions/exact?source=web-01&destination=db-01 a
[

Terminal a

$ cat payload.json
{

0000000....> "SOurCeType": "Consu‘l”, . [ Action:AIIOW Or Deny ]
"Action": "allow" &=

}

https://www.consul.io/api-docs/connect/intentions#upsert-intention-by-name



Configuring Intentions with the CLI

consul intention

« get

« check - validate
« Create

« delete

* match

 list ALL

Created: web-01 => db-01 (allow)

$ consul intention create -deny web-01 db-01
Created: web-01 => db-01 (deny)

allow

$ export CONSUL_HTTP_TOKEN=aba7cbe5-879b-999a-07cc-2efd9acOffe

$ consul 1intention create web-01 db-01
Allow

} Deny (must include -deny)
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Describe configuration for registering a proxy .
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Describe intentions for Consul Connect service mesh - )
| .
A Bt
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