


Start and manage the Consul process

Interpret a Consul agent configuration
Configure Consul network addresses and ports

Describe and configure agent join and leave behaviors
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Starting the Consul Process

General Workflow to Start Consul
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https://releases.hashicorp.com




consul agent

consul agent <flag>

$ consul agent -config-file=/opt/consul/config.hcl




systemctl =

Windows Service Manager “ .E.

Command line can include flags or...

Configurations can be part of the configuration file (most common)
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$ consul agent -datacenter=“aws” -bind=“10.0.10.42" -data-dir=/opt/consul
~encrypt=<key> -retry_join=10.0.10.64,10.4.23.98" »
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-config-file

-config-dir

$ consul agent -config-file=/etc/consul/config.hcl
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$ cd /etc/consul.d
$ 1s »
config.hcl m
.
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Service Manager

{usr/local/bin/consul agent -config-file=/etc/consul.d/config.hcl




-config-dir

Terminal

$ cd /etc/consul.d
$ 1s

config.hcl
metadata.hcl
service.hcl

Service Manager

/usr/local/bin/consul agent -config-dir=/etc/consul.d/

Helpful when you have
multiple files to be loaded




consul agent -dev
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All persistence options are turned off
u
. ]
Enables in-memory server u
a
Connect is enabled ( ) .

gRPC port defaults to 8502
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Use the Service manager $ Systemct'l restart consul

Gracefully remove node from Consul

Stop service

$ consul Teave
$ systemct]l stop consul




Can modify certain configuration

options

ACL Tokens
Checks

Log level

Node Metadata

$ consul reload

Services C N
TLS Configuration .
Watches

https://www.consul.io/docs/agent/options#reloadable-configuration



https://www.consul.io/docs/agent/options#reloadable-configuration
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Defines the configuration for the Consul Agent (server & client) W
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"datacenter": "us-east-1", [ . N
"client_addr": "0.0.0.0",
"bind_addr": "10.11.11.11", .'
"advertise_addr": "10.11.11.11", 2
"bootstrap_expect": 5, |
"retry_join": ["provider=aws tag_key=Environment-Name tag_value=consul-cluster region=us-east-1"],
"enable_syslog": true, a
"acl": { r
"enabled": true,
"default_policy": "deny",

https://github.com/btkrausen/hashicorp/blob/master/consul/config.hcl
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(boolean) - is this a server agent or not? . "
as

(string)- what datacenter to join -
i
(string) - unique name of agent (usually server name) T
/ / (string) - what other servers/cluster to join i .:
/ / (string) - what IP/interface to use for Consul T

communications "

[
(string) - level of logging (trace, debug, info, etc) -

(string) - secret to use for encryption of Consul traffic (gossip)

(string) - provide a persistent directory for the agent to store state

https://www.consul.io/docs/agent/options



SERVICE _

(string) - logical name of the service (web, app1, etc.) “"™*
(string) - unique ID for this service - unique per agent (web- ..-:
server-01, hcwebapp418, etc.) T
(integer) - what local port is the service running on? (80, 8080, -':

V) ,

(arguments) - define arguments for health check

https://www.consul.io/api/agent/service.html#parameters-2
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Port 8600 might work fine in your environment .-'
But others might lack the ability to send DNS traffic to a non- ] ¢
standard port (UDP 53) T
Ports below 1024 require to be run with root privileges o

We may need to set up forwarding using BIND or dnsmasq to
forward requests received on 53 and forward to 8600

https://learn.hashicorp.com/tutorials/consul/dns-forwarding



- interface that the Consul agent itself uses

- the interface that Consul tells other agents and
clients to use when connecting to the local agent
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Adding Servers . T
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* Consul servers can “join” the cluster using multiple methods ;E:?Q
* A Consul agent can join anynode in the cluster . _-'- '
- gossip will propagate the updated membership state across the .:._h:

Cluster . _:é"

* An agent that is already a member can join a different cluster = = ay
* The two clusters will be merged into a single cluster _-.::'g."
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Command line: consul join < > . !
[ [ &
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$ consul join consul-node-a.example.com 4/———IPAddressworks, too y .
Successfully joined cluster by contacting 1 nodes. ."
A Bt
u
host T

use agent config
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Configuration file _"
] ht

specify one or more agents to join (IPv4, IPv6, or hostnames) - T

If Consul is unable to join specified agents, agent startup will fail _* a s

i

specify one or more agents to join (IPv4, IPv6, or hostnames) .
Will continue retrying until successful L

|deal for automated deployments or when agents may start
random order
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"bootstrap": false, 14
"bootstrap_expect": 3, .
"server": true, .
"retry_join": [*10.0.10.34", "10.0.11.72"] o

}

L




Configuration file

Uses cloud meta-data to discover Consul nodes (tags)

Requires credentials for authentication
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{ L
"bootstrap": false, .
"bootstrap_expect": 3, 2 B
"server": true, |
"retry_join": ["provider=aws tag_key=consul tag_value=true"], .
}
[




' BAl
Consul leave triggers a graceful leave and shutdown u
It ensures that other nodes see the agent as “/eft” rather than “ "u g g
an
|
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$ consul Teave ...:
Graceful leave complete
.I
| -
a

For servers, a affects the raft peer-set, as Consul will -

reconfigure the cluster to have fewer servers -
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Displays both servers and clients u
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$ consul members . B
Node Address Status Type Build Protocol DC Segment
consul-a 10.0.2.10:8301 alive server 1.9.0 2 dcl .'
consul-b 10.0.2.11:8301 alive server 1.9.0 2 dcl a s
web-app-01 10.0.8.9:8301 alive <client 1.8.6 2 dcl |
[




Start and manage the Consul process

Interpret a Consul agent configuration
Configure Consul network addresses and ports

Describe and configure agent join and leave behaviors
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