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Correct Answer: B
Explanation: Amazon Keyspaces (for Apache Cassandra) uses a distributed, multi-AZ storage system that automatically 
partitions data across many nodes within an AWS Region. This design allows for seamless scalability and high availability, as
data is distributed and replicated across multiple physical locations within the region.
Incorrect Answers:
A) Amazon Keyspaces does not use a master-slave architecture; it is designed to be a serverless, scalable, and highly 



available service that manages the underlying infrastructure for you.
C) Keyspaces does not use a centralized storage model; it is built on a distributed storage system.
D) While Amazon Keyspaces is compatible with Apache Cassandra, it abstracts the underlying storage 
architecture to provide a managed service experience.
References:
Amazon Keyspaces (for Apache Cassandra)

https://aws.amazon.com/keyspaces/


Correct Answer: C
Explanation: Amazon Keyspaces (for Apache Cassandra) ensures data redundancy by replicating data automatically across 
multiple Availability Zones within the same AWS Region. This replication strategy is designed to provide high durability and 
availability for your data, protecting it against the loss of an Availability Zone.
Incorrect Answers:
A) Amazon Keyspaces does not automatically replicate data across multiple regions; its redundancy is focused within a 



single region across Availability Zones.
B) Redundancy in Keyspaces is not limited to a single Availability Zone; it spans multiple AZs.
D) While backups are supported in Keyspaces, redundancy is not solely dependent on backups; it is provided 
by real-time replication across AZs.
References:
Amazon Keyspaces (for Apache Cassandra) Features

https://aws.amazon.com/keyspaces/features/




Correct Answer: C
Explanation: Amazon Keyspaces (for Apache Cassandra) maintains a reliable database service by automatically handling the 
provisioning, patching, and replication of data. It abstracts the management of the underlying infrastructure, including 
data replication across multiple Availability Zones, which is crucial for achieving high availability and fault tolerance.
Incorrect Answers:
A) Users do not need to manually switch between instances; Amazon Keyspaces manages failover and replication 



automatically.
B) While AWS does follow a shared responsibility model, the management of infrastructure and data 
replication within Keyspaces is fully managed by AWS.
D) Amazon Keyspaces is a serverless offering, so the concept of dedicated hardware for each user does not 
apply.
References:
Amazon Keyspaces (for Apache Cassandra) – How It Works

https://aws.amazon.com/keyspaces/


Correct Answer: D
Explanation: Amazon Keyspaces is designed to ensure system resiliency by leveraging AWS's highly available infrastructure. 
It provides built-in redundancy and automated failover capabilities across multiple Availability Zones within an AWS 
Region. This means that in the event of a failure or disruption in one Availability Zone, the service can continue to operate
seamlessly, as it is designed to withstand such incidents without any data loss or significant performance impact.
Incorrect Answers:



A) Amazon Keyspaces is a fully managed service, so users do not need to configure database clustering or 
manual failover processes; these are handled automatically by the service.
B) While automated backups and restoration capabilities do contribute to resiliency, the primary mechanism 
for resiliency in Amazon Keyspaces is its multi-AZ replication and failover, not just backups.
C) As of my last update, Amazon Keyspaces does not offer cross-region replication as a built-in feature. 
Resiliency is provided primarily through multi-AZ deployment within a single region.
Explanation Continued:
Resiliency in Amazon Keyspaces is further supported by its serverless nature, which automatically scales 
capacity up or down to match your application's needs without requiring manual intervention. This scalability 
ensures that the database can handle varying loads and maintain performance even during unexpected 
surges in demand.
Moreover, Amazon Keyspaces offers continuous backups to Amazon S3, enabling point-in-time recovery to 
protect against accidental data loss. The combination of these features allows Amazon Keyspaces to provide 
a resilient, scalable, and highly available database service suitable for a wide range of applications, from 
development and test environments to production workloads.
References:
Amazon Keyspaces (for Apache Cassandra) Features
Amazon Keyspaces (for Apache Cassandra) FAQs

https://aws.amazon.com/keyspaces/features/
https://aws.amazon.com/keyspaces/faqs/




Correct Answer: C
Explanation: Amazon Keyspaces provides high availability across AZs by automatically replicating data to multiple replica 
nodes placed in different AZs. If one AZ becomes unavailable, reads and writes can be served from replicas in other AZs.
Incorrect Answers:
A) Cross-region replication is for disaster recovery, not high availability within a region.
B) S3 stores backups but does not provide real-time data replication.



D) Deploying nodes in different subnets does not automatically replicate data.
References:
https://docs.aws.amazon.com/keyspaces/latest/devguide/high-availability.html

https://docs.aws.amazon.com/keyspaces/latest/devguide/high-availability.html




Keyspaces leverages the Cassandra architecture, which replicates data to multiple nodes according to the configured 
replication factor.
The replication factor determines how many replica nodes each data item is copied to across different AZs. A common 
setting is 3 to provide redundancy.
If a node goes down, the replication factor ensures there are still sufficient replicas available to service reads and writes.
Keyspaces replicates writes synchronously to replica nodes before acknowledging the write. This prevents data loss.



For reads, Keyspaces uses quorum reads to ensure consistency and availability. A quorum of replicas must respond for a 
read to succeed.
Keyspaces handles re-replicating data automatically when nodes rejoin after a failure to restore redundancy.
Keyspaces also supports hinted handoff to route writes to down nodes temporarily until they recover.
Together, these capabilities allow Keyspaces to deliver high availability by maintaining redundant copies of data across 
AZs. The service handles replication and failure recovery automatically.







Correct Answer: A
Explanation: Amazon Neptune provides high availability by synchronously replicating data across three Availability Zones. 
If one AZ becomes unavailable, Neptune can redirect reads and writes to the remaining AZs.
Incorrect Answers:
B) Backups to S3 provide disaster recovery, not high availability.
C) Caching improves read performance but does not replicate data.



D) Read replicas in a second region are for disaster recovery.
References:
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-availability.html

https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-availability.html


Neptune uses synchronous replication to copy data across three Availability Zones. Writes are committed to all AZs before 
being acknowledged.
Reads use quorum consistency to require responses from a majority of replicas before returning results. This prevents 
stale reads if an AZ goes down.
Neptune storage is spread evenly across the AZs at the shard level for balanced capacity and performance.
If an AZ becomes unavailable, Neptune redirects reads/writes to the remaining available AZs automatically.



Neptune's replication protocol keeps the replicas in sync and handles re-replication of data when a failed 
node recovers.
Neptune can also leverage read replicas in other AZs to scale read capacity. Read replicas are kept 
synchronized via asynchronous replication.
In addition to AZ redundancy, Neptune replicates data across three physical servers per AZ for redundancy 
against individual server failures.
Neptune continuously monitors the cluster and initiates repairs and re-replication automatically in case of 
node failures.



Correct Answer: B
Explanation: Neptune synchronously replicates data across nodes in multiple Availability Zones. If a single node fails, 
Neptune will continue serving requests from the remaining replicas and automatically re-replicate data when the failed 
node recovers.
Incorrect Answers:
A) Neptune does not migrate individual failed nodes to new hardware.



C) Requests are not redirected on a node failure since data is replicated.
D) Node failures do not require restoring data from backup.
References:
https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-availability.html

https://docs.aws.amazon.com/neptune/latest/userguide/feature-overview-availability.html








Correct Answer: A
Explanation: Amazon QLDB synchronously replicates data across three Availability Zones to remain available during an AZ 
outage. The ledger will operate uninterrupted if one AZ becomes unavailable.
Incorrect Answers:
B) Backups help recover data but do not provide high availability.
C) Caching improves read performance but does not replicate data.



D) Multi-AZ redundancy is automatically built-in, not a configurable setting.
References:
https://docs.aws.amazon.com/qldb/latest/developerguide/disaster-recovery-resiliency.html

https://docs.aws.amazon.com/qldb/latest/developerguide/disaster-recovery-resiliency.html




Correct Answer: C. Amazon QLDB integrates with IAM, allowing you to define granular permissions for specific ledger 
operations using IAM policies.
Incorrect: A. QLDB supports IAM roles and also allows granular permissions for specific ledger operations. B. QLDB 
supports both IAM users and roles and also allows the use of IAM policies for access control. D. QLDB fully supports IAM 
integration for access control and permissions.
Explanation: Amazon QLDB integrates seamlessly with AWS Identity and Access Management (IAM). This integration 



allows organizations to define granular permissions for specific operations on the ledger using IAM policies. 
By leveraging IAM, organizations can ensure that only authorized users and roles can perform specific actions 
on the QLDB ledger, enhancing the Reliability of their data.
References:
Amazon QLDB: Identity and Access Management in Amazon QLDB

https://docs.aws.amazon.com/qldb/latest/developerguide/security-iam.html




Correct Answer: A
Explanation: Amazon QLDB synchronously replicates data across three Availability Zones to remain available during an AZ 
outage. The ledger will operate uninterrupted if one AZ becomes unavailable.
Incorrect Answers:
B) Backups help recover data but do not provide high availability.
C) Caching improves read performance but does not replicate data.



D) Multi-AZ redundancy is automatically built-in, not a configurable setting.
References:
https://docs.aws.amazon.com/qldb/latest/developerguide/disaster-recovery-resiliency.html

https://docs.aws.amazon.com/qldb/latest/developerguide/disaster-recovery-resiliency.html




Correct Answer: C
Explanation: Streaming data into QLDB via Amazon Kinesis Data Streams allows configuring retries for transient errors, 
ensuring the data is eventually persisted durably in QLDB without loss.
Incorrect Answers:
A) QLDB replication to DynamoDB is for analytics, not streaming resilience.
B) S3 temporarily buffers data but does not provide retry capabilities.



D) Synchronous processing limits scalability and does not provide retries.
References:
https://docs.aws.amazon.com/qldb/latest/developerguide/kinesis-integrator.html

https://docs.aws.amazon.com/qldb/latest/developerguide/kinesis-integrator.html




Correct Answer: B
Explanation: WriteIOs measures writes to the QLDB ledger, which can help monitor availability.
Incorrect Answers:
A) ReadIOs measures read traffic but does not directly indicate availability issues.
C) JournalS3DataSize monitors storage usage but not availability.
D) JournalDiskUtilization is for disk space monitoring unrelated to availability.



References:
https://docs.aws.amazon.com/qldb/latest/developerguide/metrics.html

https://docs.aws.amazon.com/qldb/latest/developerguide/metrics.html






Correct Answer: A
Explanation: Amazon Timestream replicates data across Availability Zones to provide durable data storage and automatic 
failover in case of AZ outages.
Incorrect Answers:
B) Caching in ElastiCache does not provide data durability.
C) S3 backups help with restores but do not provide real-time reliability.



D) Multi-AZ is built-in, not a configurable deployment option.
References:
https://docs.aws.amazon.com/timestream/latest/developerguide/high-availability.html

https://docs.aws.amazon.com/timestream/latest/developerguide/high-availability.html




Correct Answer: B
Explanation: Implementing retries in the application logic allows queries to Timestream to be resilient to transient errors 
and temporary service disruptions.
Incorrect Answers:
A) Multi-AZ is automatically built into Timestream and cannot be configured.
C) Caching results does not provide resiliency to source query errors.



D) Backups to S3 provide disaster recovery, not query resilience.
References:
https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#retry
Domain: Design Resilient z

https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#retry


Correct Answer: B
Explanation: Using Amazon SNS and SQS allows loosely coupled asynchronous integration between the application and 
Timestream. This prevents cascading failures across services.
Incorrect Answers:
A) S3 provides durable storage but does not decouple components.
C) Multi-AZ is automatically built into Timestream and does not reduce coupling.



D) Caching in ElastiCache does not reduce coupling with Timestream.
References:
https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#decouple-with-sqs-sns

https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#decouple-with-sqs-sns




Correct Answer: B
Explanation: Implementing retries with exponential backoff in the application logic allows it to gracefully handle 
Timestream errors and outages.
Incorrect Answers:
A) Multi-AZ deployment is automatically built into Timestream.
C) Caching does not provide fault tolerance to Timestream outages.



D) Cross-region replication provides disaster recovery, not fault tolerance.
References:
https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#retry

https://docs.aws.amazon.com/timestream/latest/developerguide/best-practices.html#retry




Correct Answer: A. Write Input Records: The number of records ingested into TimeStream.
Incorrect: B. While monitoring the duration of queries can provide insights into performance, the ingestion rate (Write 
Input Records) is more critical for time-series databases like TimeStream. C. Amazon TimeStream is a serverless database, 
so users don't need to manage the underlying infrastructure or monitor memory usage. D. Active Connections might be 
relevant for traditional databases, but for a serverless database like TimeStream, the ingestion rate is more critical.
Explanation: Amazon TimeStream is optimized for time-series data. Monitoring the ingestion rate, represented by the 



Write Input Records metric, is crucial to understand the data flow and ensure that all time-series data points 
are being captured correctly. This helps in identifying any anomalies or issues with data ingestion and ensures 
data integrity.
References:
Amazon TimeStream: Monitoring with Amazon CloudWatch

https://docs.aws.amazon.com/timestream/latest/developerguide/CloudWatch.html












Correct Answer: A
Explanation: Auto Scaling automatically launches new instances to replace failed ones, ensuring a minimum number of 
healthy instances are always available to serve traffic.
Incorrect Answers:
B) Distributing instances is good practice but does not directly replace failed ones.
C) Caching content in ElastiCache does not replace failed instances.



D) Health checks enable load balancer to route around failures but do not launch new instances.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html


Correct Answer: A
Explanation: Auto Scaling can automatically launch On-Demand instances to rapidly scale out and handle traffic spikes, 
improving architecture resilience.
Incorrect Answers:
B) Distributing instances provides availability but does not directly improve resilience to traffic spikes.
C) Caching content in ElastiCache can improve performance but does not increase capacity.



D) Scheduled actions scale on a fixed schedule which does not adapt to real-time traffic changes.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scale-based-on-demand.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-scale-based-on-demand.html


Correct Answer: A
Explanation: Using multiple independent Auto Scaling groups decouples components to prevent cascading failures across 
layers.
Incorrect Answers:
B) Distributing instances provides high availability but does not decouple components.
C) Caching content does not reduce coupling between application components.



D) Health checks monitor instance health but do not decouple ASGs.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-benefits.html










Correct Answer: B
Explanation: Application Load Balancer health checks can automatically detect unhealthy instances and stop routing traffic to them.
Incorrect Answers:
A) Cross-zone load balancing provides AZ resiliency but does not detect unhealthy instances.
C) Multiple listeners allow segmented traffic but do not check instance health.
D) CloudWatch alarms can trigger autoscaling but do not detect unhealthy instances.



References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html




Correct Answer: A
Explanation: Enabling cross-zone load balancing allows the ALB to continue routing traffic to instances in the remaining 
healthy AZs during an AZ outage.
Incorrect Answers:
B) Multiple target groups help segment traffic but do not provide AZ redundancy.
C) Connection draining facilitates graceful shutdowns but does not provide AZ resiliency.



D) Health checks enable routing around unhealthy instances but do not provide AZ redundancy.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html




Correct Answer: C
Explanation: Application Load Balancer supports multiple listeners, allowing different listeners for HTTP and HTTPS traffic 
mapped to different target groups.
Incorrect Answers:
A) Multiple target groups allows segmenting instance groups but multiple listeners would still be needed.
B) Cross-zone load balancing provides high availability but does not enable multiple listeners.



D) Amazon Cognito enables user authentication but does not support multiple listeners.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html




Correct Answer: A. Use ALB's SSL termination feature to handle the SSL/TLS handshake and decrypt the traffic before 
sending it to the backend servers.
Incorrect: B. SSL passthrough would mean the backend servers handle the decryption, which doesn't offload the SSL 
processing from them. C. While HTTP/2 can provide performance benefits, it doesn't address the SSL offloading 
requirement. D. ALB doesn't have a feature specifically called "SSL bridging." The primary method for offloading SSL 
processing is SSL termination.



Explanation: SSL offloading, also known as SSL termination, refers to the process of decrypting SSL traffic at 
the load balancer level rather than at the backend servers. By using the ALB's SSL termination feature, the 
company can offload the CPU-intensive process of handling the SSL/TLS handshake and decrypting traffic 
from the backend servers. This ensures that data is encrypted during transit while also optimizing the 
performance of the backend servers.
References: Application Load Balancers: SSL Termination

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html




Correct Answer: C. Access Logs to capture detailed information about requests sent to the ALB.
Incorrect: A. While CloudWatch Metrics can be used to monitor the operational performance of various AWS services, it 
doesn't provide detailed logging of requests made to the ALB. B. CloudTrail captures API calls made on AWS services, but it 
doesn't provide detailed request-level information for traffic sent to the ALB. D. VPC Flow Logs capture IP traffic 
information for VPCs, but they don't provide detailed request-level logs like the ALB's Access Logs.
Explanation: Access Logs for the Application Load Balancer provide detailed information about requests sent to the load 



balancer. Each log contains information such as the client's IP address, request path, response code, and 
more. This detailed logging is crucial for analyzing traffic patterns, troubleshooting issues, and detecting 
potential Reliability threats.
References: Application Load Balancer: Access Logs

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html




Correct Answer: A
Explanation: Integrating the ALB with Auto Scaling allows failed instances to automatically be replaced, maintaining 
capacity.
Incorrect Answers:
B) Sticky sessions increase affinity but do not replace failed instances.
C) Multiple target groups segment traffic but do not ensure capacity.



D) Cross-zone load balancing provides AZ resiliency but does not replace instances.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html




Correct Answer: B
Explanation: HTTPCode_Target_5XX_Count monitors 5XX errors from targets which helps identify issues reaching the 
backend instances.
Incorrect Answers:
A) HealthyHostCount provides insight into instance health but not direct backend reachability.
C) RejectedConnectionCount monitors client errors, not backend target errors.



D) SurgeQueueLength monitors traffic backlog but does not indicate backend issues.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html






Correct Answer: A
Explanation: Enabling cross-zone load balancing for the NLB allows it to remain available and route traffic across the 
remaining healthy AZs during an AZ outage.
Incorrect Answers:
B) Multiple target groups help segment traffic but do not provide AZ redundancy.
C) Network ACLs control VPC traffic flows but do not provide NLB redundancy.



D) Amazon Route 53 can route traffic but does not provide the NLB redundancy across AZs.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-subnets.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-subnets.html




Correct Answer: B
Explanation: NLB target group health checks can automatically detect and stop routing traffic to unhealthy registered 
targets.
Incorrect Answers:
A) Cross-zone load balancing provides HA across AZs but does not check target health.
C) CloudWatch metrics provide monitoring but do not check target health.



D) Network ACLs control VPC traffic but do not check target health.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-health-checks.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/target-group-health-checks.html




Correct Answer: A
Explanation: Registering the ASG with the NLB target group allows the load balancer to automatically scale up and down 
with the Auto Scaling group.
Incorrect Answers:
B) Cross-zone load balancing provides AZ redundancy but does not integrate with ASGs.
C) CloudWatch metrics enable monitoring but do not integrate the ASG with the NLB.



D) Using multiple NLBs can increase capacity but does not integrate with ASGs.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html




Correct Answer: B
Explanation: Enabling VPC Flow Logs on the NLB subnets allows logging IP traffic metadata for monitoring and analysis.
Incorrect Answers:
A) ACLs control traffic flows but do not provide logs.
C) Cross-zone load balancing provides HA across AZs but does not log traffic.
D) WAF ACLs inspect web requests but do not log at the VPC networking layer.



References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-cloudwatch-metrics.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-cloudwatch-metrics.html




Correct Answer: B. Access logs can be stored in Amazon S3 and capture detailed information about the TLS requests made 
to the NLB.
Incorrect: A. Access logs are not enabled by default. C. Access logs are created only if the load balancer has a TLS listener
and they contain information only about TLS requests. D. While third-party tools can be used to process access logs, AWS 
also offers tools like Amazon Athena for analyzing the logs.
Explanation: Amazon Network Load Balancer provides access logs that capture detailed information about the TLS 



requests sent to the NLB. These logs can be stored in Amazon S3 for further analysis. Access logs are 
particularly useful for analyzing traffic patterns and troubleshooting issues. It's important to note that access 
logs are created only if the NLB has a TLS listener.
References: Amazon Elastic Load Balancing - Network Load Balancers

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html




Correct Answer: B. Access logs can be stored in Amazon S3 and capture detailed information about the TLS requests made 
to the NLB.
Incorrect: A. Access logs are not enabled by default. C. Access logs are created only if the load balancer has a TLS listener
and they contain information only about TLS requests. D. While third-party tools can be used to process access logs, AWS 
also offers tools like Amazon Athena for analyzing the logs.
Explanation: Amazon Network Load Balancer provides access logs that capture detailed information about the TLS 



requests sent to the NLB. These logs can be stored in Amazon S3 for further analysis. Access logs are 
particularly useful for analyzing traffic patterns and troubleshooting issues. It's important to note that access 
logs are created only if the NLB has a TLS listener.
References: Amazon Elastic Load Balancing - Network Load Balancers

https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-access-logs.html


The key and important reliability features of Elastic Load Balancing Gateway Load Balancers include:
Automatic Scaling: Gateway Load Balancers can automatically scale to handle varying levels of incoming traffic. This 
ensures that the load balancer can handle increased traffic without any manual intervention.
Health Monitoring: Gateway Load Balancers continuously monitor the health of the registered targets. They only route 
traffic to the healthy targets, ensuring that any unhealthy targets are automatically removed from the load balancing 
rotation.



Fault Tolerance: Gateway Load Balancers are designed to be highly available and fault-tolerant. They 
distribute traffic across multiple targets in different Availability Zones, ensuring that if one target or 
Availability Zone becomes unavailable, traffic is automatically routed to the remaining healthy targets.
Redundancy: Gateway Load Balancers provide redundancy by automatically distributing traffic across multiple 
targets. This helps to prevent any single point of failure and ensures that traffic can be handled even if one or 
more targets become unavailable.
Elasticity: Gateway Load Balancers can scale up or down based on the demand. They can handle increased 
traffic by automatically adding more targets and distributing the traffic evenly across them. Similarly, they 
can scale down when the traffic decreases, reducing the number of targets and optimizing resource 
utilization.
Load Balancing Algorithms: Gateway Load Balancers use advanced load balancing algorithms to distribute 
traffic evenly across the registered targets. This helps to optimize resource utilization and ensure that no 
single target is overwhelmed with traffic.
Connection Draining: Gateway Load Balancers support connection draining, which allows in-flight requests to 
complete even when a target is being deregistered or becomes unhealthy. This ensures that there is no 
disruption to the user experience during target changes or failures.
Monitoring and Logging: Gateway Load Balancers provide detailed monitoring and logging capabilities, 
allowing you to track the performance and health of your load balancer. This helps in troubleshooting and 
optimizing the load balancing configuration.
SOURCES:
Page 1: Elastic Load Balancing Gateway Load Balancers
Page 5: Elastic Load Balancing Gateway Load Balancers





Correct Answer: A
Explanation: Integrating the Gateway Load Balancer with Auto Scaling groups allows it to automatically scale up and down 
as instances are added or removed.
Incorrect Answers:
B) Cross-zone load balancing provides resilience across AZs but does not integrate with Auto Scaling.
C) Health checks enable routing around unhealthy instances but do not integrate with Auto Scaling.



D) CloudWatch metrics provide visibility but do not integrate the GLB with Auto Scaling.
References:
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html

https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html


Correct Answer: A
Explanation: Gateway Load Balancer supports dynamic scaling to automatically scale capacity up and down based on traffic 
to handle spikes.
Incorrect Answers:
B) Cross-zone load balancing provides AZ resiliency but does not dynamically scale.
C) Connection draining facilitates graceful instance shutdowns but does not dynamically scale.



D) Distributing instances provides high availability but does not dynamically scale capacity.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/dynamic-scaling.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/dynamic-scaling.html




Correct Answer: B. By navigating to the GLB, choosing Actions, selecting "Allow principals," and then entering the ARNs of 
the service consumers that are allowed to create an endpoint to the service.
Incorrect: A. Security Groups work based on IP protocols, ports, and source/destination IP addresses or CIDR blocks, not 
AWS accounts or IAM roles/users. C. There isn't a direct "CreateEndpoint" IAM action for GLB. D. VPC peering allows for 
routing between VPCs and doesn't control who can create endpoints to a service.
Explanation: To control which AWS accounts, IAM roles, and users can create endpoints to the service behind a Gateway 



Load Balancer, you can use the "Allow principals" action. By specifying the ARNs of the allowed service 
consumers, you can ensure that only those entities can establish an endpoint connection to your service.
References: Amazon Gateway Load Balancer - Allowing Principals

https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/how-gateway-works.html




Correct Answer: B
Explanation: Creating CloudWatch dashboards allows visibility into key Gateway Load Balancer metrics for monitoring.
Incorrect Answers:
A) VPC flow logs provide network traffic metadata but not full GLB metrics.
C) Integrating with Auto Scaling groups provides scaling but not metrics.
D) Health checks determine instance health but do not provide metrics.



References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/cloudwatch-metrics.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/cloudwatch-metrics.html




Correct Answer: B
Explanation: Enabling cross-zone load balancing for the Gateway Load Balancer allows it to remain available and route 
traffic across the remaining healthy AZs during an AZ outage.
Incorrect Answers:
A) Connection draining facilitates graceful instance shutdowns but does not provide AZ redundancy.
C) Distributing instances provides high availability but does not maintain GLB redundancy across AZs.



D) Health checks enable routing around unhealthy instances but do not provide AZ resiliency.
References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/cross-zone-load-balancing.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/cross-zone-load-balancing.html






Correct Answer: B. API Gateway acts as a "front door" for applications to access data, business logic, or functionality from 
your backend services, such as workloads running on EC2, Lambda, or any web application.
Incorrect: A. API Gateway is designed for microservices and serverless architectures, not monolithic applications. C. API 
Gateway is designed to manage APIs and does support integration with various backend services. D. API Gateway is a fully 
managed service, eliminating the need for manual setup and maintenance of physical hardware.
Explanation: Amazon API Gateway is a fully managed service that makes it easy for developers to create, publish, maintain, 



monitor, and secure APIs at any scale. It acts as an entry point for applications, allowing them to access 
various backend services seamlessly. With API Gateway, you can efficiently manage traffic, handle bursts of 
traffic, and even connect to services like AWS Lambda and Amazon EC2.
References: Amazon API Gateway - Developer Guide

https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html




Correct Answer: A
Explanation: API Gateway throttling allows configuring burst and rate limits to smoothly handle traffic spikes and prevent 
system overload.
Incorrect Answers:
B) Multiple stages help manage deployments but do not throttle traffic.
C) CloudFront caching improves performance but does not throttle requests.



D) Cross-region replication provides HA but does not throttle traffic.
References:
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html

https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html




Answer: B
Explanation: API Gateway has robust fault tolerance built-in to handle errors and anomalies without failing end users.
Domain: Design Resilient Architectures





Explanation:
A) Correct. API Gateway canary deployments allow splitting traffic between two stages to gradually shift a percentage of 
users to new API versions.
B) Incorrect. Throttling helps manage traffic spikes but does not relate to canary deployments.
C) Incorrect. Caching improves performance but does not relate to canary deployments.
D) Incorrect. Cross-region replication provides HA but does not relate to canary deployments.



References:
https://docs.aws.amazon.com/apigateway/latest/developerguide/deploy-canary-release.html

https://docs.aws.amazon.com/apigateway/latest/developerguide/deploy-canary-release.html








Correct Answer: A
Explanation: AWS AppFlow automatically runs flows in a highly available configuration across Availability Zones to remain 
resilient to AZ outages.
Incorrect Answers:
B) Flow logs capture execution history but do not provide redundancy.
C) Caching copied data improves performance but does not provide redundancy.



D) An Application Load Balancer helps scale traffic but AppFlow provides built-in redundancy.
References:
https://docs.aws.amazon.com/appflow/latest/userguide/service-understands.html

https://docs.aws.amazon.com/appflow/latest/userguide/service-understands.html




Correct Answer: B
Explanation: Creating CloudWatch dashboards provides visibility into key AppFlow metrics like failed executions, data 
errors, and flow latency.
Incorrect Answers:
A) Flow logs capture execution history but do not provide operational metrics visibility.
C) Caching flow data locally does not provide visibility into AppFlow metrics.



D) Using a load balancer helps distribute traffic but does not provide visibility.
References:
https://docs.aws.amazon.com/appflow/latest/userguide/monitoring-cloudwatch.html

https://docs.aws.amazon.com/appflow/latest/userguide/monitoring-cloudwatch.html




Correct Answer: A
Explanation: AppFlow runs flows across multiple instances in a high availability configuration spanning AZs. If an instance 
fails, other instances process the flows.
Incorrect Answers:
B) AppFlow does not replicate flows across regions.
C) Cross-zone load balancing is not an AppFlow feature.



D) Caching flow data does not provide redundancy.
References:
https://docs.aws.amazon.com/appflow/latest/userguide/service-understands.html

https://docs.aws.amazon.com/appflow/latest/userguide/service-understands.html








Correct Answer: D
Explanation: SNS has built-in reliability mechanisms like retries and robust message handling that maintain uptime despite 
subscriber endpoints failing.





Correct Answer: A
Explanation: SNS has robust built-in fault tolerance to handle errors and anomalies without failing publishers or 
subscribers.
Incorrect Answers:
B) Message caching improves performance but does not provide fault tolerance.
C) Dead letter queues capture failed messages but do not provide fault tolerance.



D) Multiple stages help deploy changes but do not provide fault tolerance.
References:
https://docs.aws.amazon.com/sns/latest/dg/sns-high-throughput-failure-resiliency.html

https://docs.aws.amazon.com/sns/latest/dg/sns-high-throughput-failure-resiliency.html




Correct Answer: A
Explanation: SNS dead letter queues can capture messages that failed processing or delivery to aid in diagnosing issues.
Incorrect Answers:
B) Message retention retains messages but does not capture failures.
C) Message filtering drops unwanted messages but does not log failures.
D) SQS standard queues provide reliability but do not capture SNS dead letters.



References:
https://docs.aws.amazon.com/sns/latest/dg/sns-dead-letter-queues.html

https://docs.aws.amazon.com/sns/latest/dg/sns-dead-letter-queues.html




Correct Answer: A
Explanation: CloudWatch and X-Ray offer detailed monitoring and tracing for SNS message delivery.
Incorrect Answers:
B) Caching improves performance but does not provide observability.
C) Dead letter queues capture failures but do not provide tracing.
D) Message retention retains messages but does not provide observability.



References:
https://docs.aws.amazon.com/sns/latest/dg/sns-monitoring-using-cloudwatch.html

https://docs.aws.amazon.com/sns/latest/dg/sns-monitoring-using-cloudwatch.html






Correct Answer: A
Explanation: SQS long polling reduces empty responses by allowing longer waits for messages when polling.
Incorrect Answers:
B) Message timers set retry delays but do not reduce empty responses.
C) Dead letter queues capture failed messages but do not reduce empty responses.
D) FIFO queues order messages but do not reduce empty responses.



References:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-long-polling.html




Correct Answer: A
Explanation: SQS locking with visibility timeouts helps coordinate parallel processing by locking messages during 
processing.
Incorrect Answers:
B) Dead letter queues capture failed messages but do not coordinate processing.
C) Message timers set retry delays but do not coordinate processing.



D) Long polling reduces empty responses but does not coordinate processing.
References:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-
timeout.html

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html




Correct Answer: A
Explanation: SQS locks and visibility timeouts guarantee at-least-once processing by preventing message loss during 
processing.
Incorrect Answers:
B) Dead letter queues capture failed messages but do not ensure at-least-once delivery.
C) Message timers set retry delays but do not ensure at-least-once delivery.



D) Long polling reduces empty responses but does not ensure at-least-once delivery.
References:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-
timeout.html

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html




Correct Answer: A
Explanation: SQS FIFO queues provide strict first-in-first-out ordering of messages.
Incorrect Answers:
B) Dead letter queues capture failed messages but do not order messages.
C) Message timers set retry delays but do not order messages.
D) Long polling reduces empty responses but does not order messages.



References:
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/fifo-queues.html

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/fifo-queues.html






Correct Answer: A
Explanation:
Amazon MQ's Mirrored Queues feature is designed to synchronize the state of messages across a pair of brokers. When 
this feature is enabled, it ensures that messages are mirrored across active and standby brokers, providing high availability
and preventing message loss in case of broker outages. This feature is crucial for the logistics company's messaging 
system, as it ensures that even during failovers, the message state is consistent and no messages are lost, which is 



essential for tracking logistics operations reliably.
Incorrect Answers:
B) Amazon S3 event notifications are not used for message replication across brokers; they are designed for 
integrating S3 events with other AWS services.
C) AWS Global Accelerator improves global application performance but does not mirror message queues 
across Amazon MQ brokers.
D) Amazon DynamoDB Streams captures changes to DynamoDB tables, not Amazon MQ message states, and 
therefore would not be suitable for this purpose.
References:
Amazon MQ Broker Architecture

https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/broker-architecture.html




Correct Answer: A
Explanation:
Amazon MQ's Dead Letter Queue (DLQ) feature allows messages that cannot be delivered successfully after a certain 
number of redelivery attempts (as specified by the redelivery policy) to be sent to a separate dead-letter queue. This 
mechanism enables the application to handle message delivery failures systematically and ensures that messages that 
cannot be processed are not lost but can be reviewed and handled appropriately. This is particularly important in 



healthcare applications where critical notifications must not be missed, and system integrity is paramount.
Incorrect Answers:
B) While AWS Lambda can be used for processing messages, it does not provide a built-in mechanism for 
managing redeliveries within Amazon MQ.
C) Message filtering in Amazon MQ is used to selectively receive messages based on criteria but does not 
manage the redelivery of failed messages.
D) Publishing failed messages to an Amazon SNS topic is not a native feature of Amazon MQ for handling 
message redelivery.
References:
Amazon MQ Redelivery Policy

https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/redelivery-policy.html


Correct Answer: A
Explanation: Amazon MQ priority dispatch policies allow setting priority levels on messages to control order of processing.
Incorrect Answers:
B) Multi-AZ provides high availability but does not prioritize message dispatch order.
C) Message compression reduces payload size but does not enable priority processing.
D) Caching improves performance but does not enable priority processing.



References:
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-configuring-wire-
level.html#priority-dispatch-policy

https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-configuring-wire-level.html#priority-dispatch-policy
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-configuring-wire-level.html#priority-dispatch-policy




Correct Answer: A
Explanation: Amazon MQ supports message eviction strategies like First In First Out (FIFO) and Last In First Out (LIFO) to 
automatically remove messages from storage when limits are reached.
Incorrect Answers:
B) Multi-AZ provides high availability but does not manage message storage.
C) Message compression reduces payload size but does not automatically remove messages.



D) Caching improves performance but does not manage broker disk space.
References:
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-broker-config-eviction.html

https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-broker-config-eviction.html






Correct Answer: B. Amazon EventBridge is a serverless event bus service that makes it easy to connect applications using 
data from various sources.
Incorrect: A. This describes Amazon MQ. C. This describes Amazon Kinesis. D. This describes AWS Step Functions.
Explanation: Amazon EventBridge is a serverless event bus that makes it easy to ingest, filter, and deliver events from 
various sources to different AWS services and on-premises applications. With EventBridge, developers can build event-
driven architectures that react in real-time to data from custom applications, integrated Software-as-a-Service (SaaS) 



applications, and AWS services.
References: Amazon EventBridge: What is Amazon EventBridge?

https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html




Correct Answer: A
Explanation: Amazon EventBridge event replay automatically retries failed events, providing at-least-once event delivery 
semantics.
Incorrect Answers:
B) Message filtering drops unwanted events but does not retry failed events.
C) Multi-region event buses provide cross-region redundancy but do not retry failed events.



D) Caching events in ElastiCache improves performance but does not enable retries.
References:
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-replay-events.html

https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-replay-events.html




Correct Answer: A
Explanation: Amazon EventBridge event filtering allows specifying rules to filter unwanted events before they reach 
targets.
Incorrect Answers:
B) Dead letter queues capture failed events but do not filter events.
C) Event replay retries failed events but does not filter events.



D) Multi-region event buses provide redundancy but do not filter events.
References:
https://docs.aws.amazon.com/eventbridge/latest/userguide/filter-events.html

https://docs.aws.amazon.com/eventbridge/latest/userguide/filter-events.html




Correct Answer: A
Explanation: Amazon EventBridge can integrate with SQS dead letter queues to capture failed events for troubleshooting.
Incorrect Answers:
B) Caching improves performance but does not capture failed events.
C) Event replay retries failed events but does not capture them.
D) Multi-region event buses provide redundancy but do not capture failed events.



References:
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-dlq.html

https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-dlq.html






Correct Answer: A
Explanation: Amazon SES optimizes deliverability through automatic retries, reputation monitoring, and integration with 
CloudWatch metrics for visibility.
Incorrect Answers:
B) Archiving emails in S3 provides persistence but does not improve deliverability.
C) Dedicated IP addresses help with reputation but do not directly provide reliability.



D) Custom content filters screen emails but do not improve deliverability.
References:
https://aws.amazon.com/ses/features/deliverability/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/monitor-sending-activity.html

https://aws.amazon.com/ses/features/deliverability/
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/monitor-sending-activity.html




Correct Answer: A
Explanation: Amazon SES can integrate with third-party virus scanning services to scan emails before sending.
Incorrect Answers:
B) Email archiving provides persistence but does not scan for viruses.
C) Custom content filters screen email content but do not scan for viruses.
D) Dedicated IP addresses help with deliverability but do not scan emails.



References:
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/pre-sending-actions.html
https://aws.amazon.com/blogs/messaging-and-targeting/help-stop-the-spread-of-disease-viruses-and-
malware/

https://docs.aws.amazon.com/ses/latest/DeveloperGuide/pre-sending-actions.html
https://aws.amazon.com/blogs/messaging-and-targeting/help-stop-the-spread-of-disease-viruses-and-malware/
https://aws.amazon.com/blogs/messaging-and-targeting/help-stop-the-spread-of-disease-viruses-and-malware/




Correct Answer: A
Explanation: The SES Virtual Deliverability Manager allows testing deliverability by simulating sending without impacting 
sender reputation.
Incorrect Answers:
B) Virus scanning services scan for malware but do not test deliverability.
C) Custom content filters screen email content but do not test deliverability.



D) Email archiving in S3 provides persistence but does not test deliverability.
References:
https://aws.amazon.com/blogs/messaging-and-targeting/test-email-deliverability-with-the-new-ses-virtual-
deliv-manager/

https://aws.amazon.com/blogs/messaging-and-targeting/test-email-deliverability-with-the-new-ses-virtual-deliv-manager/
https://aws.amazon.com/blogs/messaging-and-targeting/test-email-deliverability-with-the-new-ses-virtual-deliv-manager/




Correct Answer: A
Explanation: The SES mailbox simulator allows previewing how emails will render across major providers before sending.
Incorrect Answers:
B) Custom content filters screen emails but do not simulate renderings.
C) Dedicated IP addresses help with deliverability but do not simulate renderings.
D) Virus scanning services scan for malware but do not simulate renderings.



References:
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/send-email-mailbox-simulator.html

https://docs.aws.amazon.com/ses/latest/DeveloperGuide/send-email-mailbox-simulator.html








Correct Answer: A
Explanation: AWS Step Functions allows implementing robust error handling logic using states like Retry, Catch, and 
Fallback to catch and recover from errors.
Incorrect Answers:
B) Activity heartbeats monitor execution but do not enable error handling.
C) Express workflows optimize for speed but do not affect error handling.



D) Long-running Lambda functions may be needed but do not relate to Step Functions error handling.
References:
https://docs.aws.amazon.com/step-functions/latest/dg/concepts-error-handling.html

https://docs.aws.amazon.com/step-functions/latest/dg/concepts-error-handling.html




Correct Answer: A
Explanation: The AWS Step Functions console provides visualization of state machine executions, helping monitor workflow progress.
Incorrect Answers:
B) Express workflows optimize for speed but do not visualize workflows.
C) Retry states handle errors but do not visualize workflows.
D) Activity heartbeats monitor execution but do not visually depict workflows.



References:
https://docs.aws.amazon.com/step-functions/latest/dg/procedure-view-execution-history.html

https://docs.aws.amazon.com/step-functions/latest/dg/procedure-view-execution-history.html






Correct Answer: A
Explanation: Amazon SWF provides redundancy by allowing tasks to be run across multiple availability zones to provide 
high reliability.
Incorrect Answers:
B) Integration with Step Functions enables orchestration but does not directly provide SWF redundancy.
C) Activity heartbeats provide execution visibility but do not enable redundancy.



D) Implementing deciders in Lambda enables programming flexibility but does not provide redundancy.
References:
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-zones.html

https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-zones.html




Correct Answer: A
Explanation: Amazon SWF offers visibility into workflow executions via CloudWatch metrics and logs.
Incorrect Answers:
B) Activity heartbeats provide execution visibility but are not the primary monitoring method.
C) Integration with Step Functions enables orchestration but does not directly provide visibility.
D) Redundant tasks provide reliability but not workflow visibility.



References:
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-cloudwatch.html

https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-dev-cloudwatch.html






Correct Answer: A
Explanation: Managed Apache Airflow provides reliability by automatically retrying failed tasks up to 3 times.
Incorrect Answers:
B) Caching in ElastiCache improves performance but does not directly provide reliability.
C) Message queues enable loose coupling but do not provide reliability.
D) Multi-region DAG deployments enable disaster recovery but do not directly provide reliability.



References:
https://docs.aws.amazon.com/mwaa/latest/userguide/mwaa-tasks.html

https://docs.aws.amazon.com/mwaa/latest/userguide/mwaa-tasks.html




Correct Answer: A
Explanation: Managed Apache Airflow supports deploying airflow environments across multiple availability zones for 
redundancy.
Incorrect Answers:
B) Message queues enable loose coupling but do not provide redundancy.
C) Automatic task retries provide reliability but not redundancy.



D) Caching in ElastiCache improves performance but does not provide redundancy.
References:
https://docs.aws.amazon.com/mwaa/latest/userguide/mwaa-high-availability.html

https://docs.aws.amazon.com/mwaa/latest/userguide/mwaa-high-availability.html




Visit www.kodekloud.com to learn more. 
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